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A mobile ad hoc network comprises of many mobile wireless nodes. MANET is a self configuring
network and such network can be organized easily without any base station. MANET can be very
efficiently used in salvage related area, military and law enforcement. But it faces the issues of
security and confidentiality, especially when used in susceptible areas. Safe routing protocols have
been refined to provide protection and confidentiality at various levels for e.g. ALARM protocol
(Anonymous Location Aided Routing) provides both privacy features and security which includes
data virtue, node verification and obscurity. This network focuses on achieving the major security
objectives which are Confidentiality, Authentication, Authorization and Integrity. In this paper, we
have proposed ALARM protocol in WSN environment which uses network time protocol
synchronization and removes the malicious node from the network, hence preventing the network
from attacks.
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INTRODUCTION

Wireless Networking is an automation field in which two or
more systems interact with each other using typical network
protocol without using any cable. Such networks are of two
type: Infrastructure or Infrastructure less. In Infrastructure
network, the interaction takes place among the wireless nodes
and few access points. Ad hoc network is a type of
infrastructure less and decentralized type wireless network
which basically means, there is no actual infrastructure such as
router devices or access points in wireless networks. In routing
process each node involves itself by forwarding data to and for
all the nodes (Israel Levya Mayorga, 2014). In ad hoc network,
the regulation of which node to forward data is made
dynamically on the basis of network design and connection.
Essentially, it is a network which is generally used in
emergency situations. A fixed infrastructure is not required in
such types of networks. Nodes which are in close radio range,
interact directly which each other using the wireless links
where as the nodes which are far from each other take the help
of intermediate nodes so that relay message can be passed.
Wireless networks are the networks which make use of radio
waves or microwaves in order to establish interact between the
devices. In such network, all the nodes acts as router. MANET
is mobile ad-hoc network. It is self-establishing network which
is infrastructure less in nature. In MANET different mobiles
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are associated through different wireless link. Every mobile
node can freely move, which further means that there is no
central control available. In MANET, mobile nodes can join or
leave the network at any instance (Shen and Zhoa, 2013).
MANET is used in some crucial applications such as:
emergency salvage, vehicular network, military and law
prosecution etc. There are various problems in MANET like
security concerns, transfer issue etc. Due to same reason there
are different types of attack which are provoked in MANET.
These attacks can be of different type, such as:

 Eavesdropping is a type of attack which takes place in
the mobile ad hoc networks. Eavesdropping is executed
to obtain any information which is secret in nature and
is kept classified during entire communication.

 Gray-hole attack's other name is routing misbehavior
attack. It leads to message dropping.

 Replay Attack is a type of attack in which the attacker
executes a replay attack that are repeatedly re-
transmitted. The actual data that has been captured by
the network is repeatedly transferred. This attack spots
the route novelty and brings out the poor security
design.

To isolate these attacks from interaction path in the network,
there are different techniques which we will be discussed
further. In this proposed mechanism, we tried to prevent these
attacks (Replay Attack) by using mutual authentication among
the nodes in the entire network. For this, we used
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authentication based protocol called ALARM using
cryptographic mechanism of digital signature in the wireless
sensor network.

Manet

MANET is a type of mobile ad hoc network. This is a self
configuring and infrastructure less network. In this network,
many mobile nodes are connected through wireless link. There
is no central controller available in this network. Type of
MANET are:

1) Wireless sensor network: A wireless sensor network is
a group of devices which are sensing in nature and are
used for monitoring and recording the physical
condition while passing the information to central
location.

2) Wireless Mesh network: This network works upon
mesh topology. This network comprises of gateway,
routers and clients. The traffic in this network is
forwarded by routers from gateways. This is not
connected to the internet.

The absence of infrastructure in the ad hoc network proves to
be a huge challenge in these networks. All the mobile nodes
share the power to accept as well as route the traffic to further
nodes. MANET work upon limited bandwidth and mobility of
the nodes, therefore there is a need to have energy efficiency
hence making the whole communication very unreliable. The
protocols of ad hoc routing are:

 Zone Routing Protocol (ZRP)
 Ad Hoc On Demand Distance Vector (AODV)
 Wireless Routing Protocol (WRP)

In MANET, the topology changes very dynamically. This type
of network does not have fixed infrastructure. This network
have typical following characteristics : Changing topology,
Limited bandwidth and energy inefficient.

A.  Types of MANET

The different type of MANETs are discussed below:

 Vehicular Ad hoc network: This type of network is used
for communication in the mobile vehicles. The
communication does not come to halt even if the
vehicles are moving in different or opposite direction.

 Intelligent vehicular ad hoc network: This is used in
emergency situations. This senses the data intelligently
and allows further data communication.

 Internet based mobile ad hoc network: In such type of
network, the routing algorithms cannot be directly
deployed. This network uses fixed nodes for data
interaction.

Alarm Protocol

ALARM- It is defined as Anonymous Location Aided Routing
in MANET. The nodes which are used in this protocol indicate
the current location and are used to forward the data to other
nodes for communication. ALARM  is highly recommended
because this serves the purpose of both authentication and
security. It is also to prevent the network from the active and

passive attacks. This basically follows 2 schemes i.e.
Initialization and Operation.

Initialization

 The group manager is the head of the entire network.
He is the one who adds all the nodes in the network as
the group members. During this phase, every group
member is assigned a private key that is unknown to
anyone. This key is required to implement the valid
group signatures for security purpose (Piyush Agarwal
and Ghosh, 2008). Every group member has a public
key as well which is only known to the group manager.
The group manager is only responsible for every group
signature and verifies all the signers.

 The group manager is responsible for adding or deleting
the group member. The GM must check whether
joining or joining is feasible for the network or not.

Operation

 The time duration is divided into equal parts. While
beginning process, every node member generated a
temporary public private key combination.

 Every stop will let us know about the location of the
node through GPRS.

 The GPRS would contain its location, time stamp as
well as the temporary public key.

 When a new 'Location Announcement Message' is
received, every node member will check that the same
LAM has not been received by them before (Cheng and
Agarwal, 2005). When this is verified, the time stamp
with group signature is checked. If all the entities are
verified, the node forwards the LAM to its neighboring
node.

 Whenever a node wishes to interact with the other
location, it asks if the other node already exists there or
not and generates a session key if there is no node at
that particular location.

 Then, the message is forwarded to the nodes. The path
is chosen based upon shortest path or other path
computing algorithms.

Proposed Work

The protocol ALARM is used majorly for mutual
authentication among the nodes. Having read the assumptions
like location and time, we get to know that clocks of the
mobile nodes are weakly synchronized. When the clocks are
weakly synchronized in any network, then the possibility of
replay attack becomes more, making the data transmission
among the nodes very unreliable. In this work, we will isolate
the replay attack in the mutual authentication using ALARM
protocol in wireless sensor network. Using NTP, we can
ensure strong clock synchronization among the nodes. The
term "strongly synchronized" refers to that if the data is
transferred from one node to other, the processing speed is
very fast. If there exists trust relationship among the nodes, no
replay attack is possible in the network because there is no
waiting time in the data transfer during communication. Due to
weak synchronization, the confidential information from the
network may be lost. But while using NTP, mutual
authentication among the nodes takes place and malicious node
is removed from the network.
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Fig.1. Flowchart of proposed methodology

RESULTS

In this figure shown below it can be seen that the flood
messages moves to the monitor node which then identifies the
malicious node and finds the best suitable path for further data
transmission.

Fig.2. Malicious Node Detection

In the figure shown below, it is seen that the source node gets
reply message from each node for carrying forward the data
communication. In this way, the interaction among the nodes is
stopped and new path is established. In the figure shown above
it is clear that, due to new proposed algorithm, whenever a
malicious node is detected in the network, we find the best
suitable path hence removing the malicious node from the
entire network.

Fig. 3. New Path identified

Fig. 4. Removal of Malicious Node

Packet loss

The two axis of the graph represents different entities; X being
the time and Y being the packet loss. As in this network, the
replay attack takes place resulting in higher packet loss due to
delayed transmission of the data packets. The graph basically
represents that earlier there was huge packet loss which is in
green color and now it has been majorly reduced by which is
depicted by red line. This is only possible due to isolation of
the malicious node.

Fig. 5. Packet Loss
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Network Throughput

Throughput can be defined as the average rate per unit time. In
this case, it can be defined as the average rate of packets
delivered successfully in per unit time. The throughput of any
network should always be high. But in this case, due to replay
attacks, it is very low. On the contrary, we see that the network
throughput increases rapidly after isolation of the malicious
node. In this graph shown below, red line represents the
throughput of the network while replay attack is being taking
place. Whereas the green line depicts the new throughput
which is very high after the isolation of the malicious node.

Fig. 6. Network Throughput

Conclusion

In this work, we can conclude that due to major properties of
the mobile ad hoc network, various attacks are possible. These
properties are open channel, infrastructure less network and
variably changing topologies. These attacks can be prevented
by different authentication protocols. In our work, different
types of attack, their detection, isolation and impacts on the
network are well analyzed. The main aim of security is that the
packet transmission in  the entire network from one location to
another should be reliable and verified. In the network, all the
nodes should follow strong trust relationship  because any type
of malicious node can attack the network, modifying or
fabricating the information which is very important. We have
reviewed the ALARM protocol in the WSN environment
which has increased security as well as privacy in the
networks. In our proposed algorithm, we detect and isolate any

malicious using network time protocol which supports strong
synchronization of the nodes in the network, reducing the
packet loss and increasing the network throughput.
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Fig. 6. Network Throughput

Conclusion

In this work, we can conclude that due to major properties of
the mobile ad hoc network, various attacks are possible. These
properties are open channel, infrastructure less network and
variably changing topologies. These attacks can be prevented
by different authentication protocols. In our work, different
types of attack, their detection, isolation and impacts on the
network are well analyzed. The main aim of security is that the
packet transmission in  the entire network from one location to
another should be reliable and verified. In the network, all the
nodes should follow strong trust relationship  because any type
of malicious node can attack the network, modifying or
fabricating the information which is very important. We have
reviewed the ALARM protocol in the WSN environment
which has increased security as well as privacy in the
networks. In our proposed algorithm, we detect and isolate any

malicious using network time protocol which supports strong
synchronization of the nodes in the network, reducing the
packet loss and increasing the network throughput.
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